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Abstract— As an emerging biometric technology, multi-spectral
palmprint recognition has attracted increasing attention in secu-
rity due to its high accuracy and ease of use. Compared to
single spectral case, multi-spectral palmprint model is more
susceptible to the attack of adversarial examples. However, the
previous adversarial example attack approaches cannot generate
the most aggressive adversarial examples for multi-spectral
palmprint recognition. In addition, most of them are dependent
on the explicit architecture or need time-consuming queries
about the network to be attacked, which significantly limits their
application in the field of security. To solve the above problems,
in this paper, we proposed the multi-spectral palmprints joint
attack and defense framework based on multi-view adversarial
examples learning. First, we respectively capture the multi-view
deep common feature space for the different spectra and the
discriminative feature space across the different subjects. Second,
we introduce perturbation in the deep common space to achieve
adversarial multi-spectral palmprints with gradient propagation.
In addition, we pursue the manifold of the difference space
and use it to suppress the discriminability of the recognition
model with adversarial region theory. Finally, the generated
adversarial examples are fed into the training model to enhance
the robustness of the recognition algorithm. The experimental
results on multi-spectral palmprint dataset demonstrate that the
proposed multi-view joint attack approach is superior to the
state-of-the-art adversarial example attack methods in attack
accuracy and transferability. Moreover, the defense strategy with
the adversarial examples by our method can significantly promote
the robustness of multi-spectral palmprint recognition methods.

Index Terms— Biometrics, multi-spectral palmprint recogni-
tion, adversarial example, security, manifold learning.
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I. INTRODUCTION

ITH the development of information technology, bio-

metric recognition technology [1], [2] plays an impor-
tant role in the field of security. Among the biometric traits,
multi-spectral palmprint [3], [4], [5] has attracted more and
more attention, because it contains rich texture and features of
the palm under multiple frequency bands for accurate identity
authentication. The multi-spectral palmprint recognition model
is more susceptible to the attack in actual application scenarios
when it integrates more spectra in the fusion recognition
model [6]. As one of the most common forms of attack, the
adversarial example with a small and intentional perturbation
are intentionally designed to cause the model to make mistakes
in its predictions. However, few works investigate the robust-
ness of biometric recognition under adversarial examples,
including multi-spectral palmprint recognition.

Most of the studies on multi-spectral palmprint recog-
nition focus on effectively extracting features and fusing
data from different views to improve recognition accuracy,
such as RootSIFT-based feature fusion [7] and hierarchical
approach [8], but they ignore the model robustness against
adversarial examples. In recent years, although deep neural
networks, such as deep canonical correlation analysis [9] and
deep discriminative representation [10], have been applied
into multi-spectral palmprint recognition, some studies [11],
[12], [13], [14] have shown that the deep neural networks
are also vulnerable to adversarial examples [15], [16]. With
the improvement of biometric system security requirements,
it is urgent to study the robustness of multi-spectral palmprint
recognition model.

Adpversarial attacks are usually classified as white-box attack
and black-box attack. For white-box attacks, the attackers have
access to all information about the target model, including
the architecture, parameters, gradients, and training procedure.
The attacker can make full use of the model information
to generate adversarial examples. Some white-box attacks
have been proposed to attack the recognition system. For
example, fast gradient sign method (FGSM) is designed to
quickly find a perturbation for the input to reduce classification
confidence [13]. Project Gradient Descent (PGD) [17] is
an iterative version of FGSM, and it uses FGSM multiple
times within a supremum norm bound for the total input
perturbation. Carlini and Wagner attack (CW) [18] aims to
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find the perceptually-minimal input perturbation by restricting
their /;-norms. Wang et al. [19] proposed an invisible adver-
sarial attack, which synthesizes adversarial examples that are
visually indistinguishable. Despite a high attack success rate,
white-box attack relies heavily on the explicit information of
the model to be attacked, which is difficult to obtain in real
scenarios.

For black-box attacks, the attackers have no access to the
target model’s parameters or training set. For example, Zeroth
order optimization (ZOO) [20] approximates the gradients
of the objective function with respect to the input using
finite-difference numerical estimates. Boundary attack [21]
learns the adversarial example by iteratively perturbing another
“seed” image belonging to a different class towards the
decision boundary. Zhang et al. capture the structural fea-
ture space and then generate perturbations by adversarial
region [22]. One-pixel attack (OPA) is also a semi-black-
box method that uses differential evolution [23], [24] to find
adversarial perturbations [25]. However, it is still a chal-
lenging problem to improve the success rate of black-box
attack without or with partial information of the model to be
attacked.

Although above white-box and black-box attack algorithms
have been proposed, they are not appropriate to effectively deal
with the increasingly common multi-view fusion recognition
problems, especially for multi-spectral palmprint recognition.
Because existing attack methods are based on the single
view data, they cannot take advantage of the complementary
information between different spectra, which is not con-
ducive to learn the most aggressive adversarial examples
for multi-spectral palmprint recognition. In addition, in real-
world applications, the fusion recognition architecture or its
output usually cannot be obtained before attacking, but most
of the existing adversarial attack methods depend on above
information of the recognition model, which results in limited
application scope and attack efficiency.

To solve the problems above, in this paper, we proposed
the multi-spectral palmprint joints attack and defense strategy
based on multi-view adversarial examples learning. First,
we capture the deep common representation space of the multi-
spectral palmprint images by generalized canonical correlation
analysis (DGCCA) [26]. A perturbation that can significantly
suppress the correlation of the features in deep common
representation space is introduced by gradient propagation,
which is called correlation perturbation. Second, we capture
the discriminative manifold space of data and achieve another
perturbation along the orthogonal mapping direction in the
adversarial region of the input. We call it discriminative
perturbations. Then, the adversarial example for each spectrum
can be generated by synthesizing the above two types of
perturbations, which simultaneously disturbs the fusion and
discriminability of the multi-spectral palmprint recognition
model. Finally, the generated adversarial examples are fed
into the model training to enhance the robustness of the
recognition algorithms. Figure 1 shows the main difference
between the conventional single-view attack and our proposed
multi-view joint attack for multi-spectral palmprint recogni-
tion. For a single-view attack, the perturbations are calculated
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Fig. 1. The comparison of the schematics of the widely used single-view
attack shown in (a) and the proposed multi-view attack shown in (b).

separately for each spectrum and the complementary infor-
mation between different spectra is ignored. For the proposed
multi-view attack, the joint perturbations are learned with the
latent correlation structure across different palmprint spectra,
which is important to the robustness of the fusion recognition
model. In brief, the main contributions of this paper are
summarized as follows:

(1) To the best of our knowledge, it is the first work
to investigate the robustness of the multi-spectral palmprint
recognition algorithm, including the multi-view joint attack
and defense strategy with adversarial examples learning.

(2) The proposed adversarial example generation method
simultaneously disturbs the fusion and discriminability of the
multi-spectral palmprint features to achieve effective attack.

(3) Our method has high applicability in attacking different
multi-spectral palmprint recognition algorithms, because it is
independent of classification models and does not require the
time-consuming query step.

(4) The experimental results on multi-spectral palmprint
dataset show that the proposed method outperforms the state-
of-the-art attack methods. Adopting the adversarial examples
by our method in training model can significantly promote
the robustness of the multi-spectral palmprint recognition
algorithms.

The rest of this paper is organized as follows. We briefly
review the related work in Section II. In Section III, we present
the proposed multi-view adversarial examples learning method
in detail. The comparative experiments on multi-spectral palm-
print dataset are presented in Section IV, with the conclusion
drawn in Section V.

II. RELATED WORK
A. Deep Canonical Correlation Analysis

Canonical correlation analysis (CCA) is a statistics-based
fusion technique used to find the linear projections of two
views that are most correlated, shown in Figure 2 (a). Suppose
there are two feature matrixes of two views, i.e., X| € Rmxdi
and X, € R™*92, CCA pursues the linear projections of the
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Fig. 2. The schematic of CCA and DCCA.

two views that are maximally correlated:

(Z}.Z3) = arg max corr(X1Z1, X2Z,) (D
(Z1,27)

where Zi, Z, are the projection matrixes for the two views.
However, CCA only considers the linear correlations of the
views. Deep canonical correlation Analysis (DCCA) is pro-
posed to learn nonlinear projections of two views through
neural networks, shown in Figure 2 (b). The output of k-layer
neural network with ¢; units of x; can be represented as:

= (Wini_y + b;;) € R ®)

where hi1 = X, W,ﬁ € R%*di jis a matrix of weights,
b,i € RS is a vector of biases, and s is a nonlinear
activation function. The output for x; is defined as f; (x;).
The goal of DCCA is to jointly learn parameters for both
views such that the correlation of the representations is as
high as possible. We define 6; as the vector of all param-
eters for the first view, and same for 6>. Then, (6, 65) =
arg max g, g,)corr(f1 (X1;01), f2 (X2;62)). The parameters
01 and 6, are trained to optimize the total correlation of the
two views using gradient-based optimization.

In addition, Deep Generalized Canonical Correlation
(DGCCA) is an extension of DCCA, which can learn a
nonlinear transformation for two or more views to maximize
the correlation among them.

B. Difference Subspace

The difference subspace (DS) [27] aims to capture the
intrinsic discriminative features of the samples from different
categories. Suppose there are N-dimensional subspaces P and
Q for each of the two categories. Let d; be a difference vector
between canonical vectors [28], [29] p; € P and ¢; € Q,
which form the i#;; canonical angle «; shown in Figure 3
(difference subspace). All difference vectors are mutually
orthogonal [27]. Then, the length of each differential vector
d; is normalized to 1, and we regard the normalized vectors
d; as the orthonormal basis vectors of the difference subspace
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D spanned by {di, d>, ..., dy}. Difference subspace can also
be defined analytically. Assume that [¢...¢nN] € R/*N and
[Y1...¢¥N] € R/*N are orthonormal bases for subspaces
P and Q, respectively. The i,; basis vector of difference
subspace D is equal to the normalized eigenvector x; of P+ Q
corresponding to the i;;, minimum eigenvalue smaller than 1,
where P and Q € R/*/ are the orthogonal projection matrices
of the two subspaces, defined by ZINZI i qbiT and Z,N: | Vi wiT,
respectively. The difference subspace D is spanned by the
eigenvectors of matrix P + Q with eigenvalues less than 1.

The concept of the difference subspace can be generalized
to the case of differences between two or more subspaces.
Assuming that we have C(C > 2)N-dimensional subspaces.
We define k;; subspaces as Py and corresponding projec-
tion matrices as Pi. The generalized difference subspace
(GDS) [27] is defined as the subspace generated by removing
the principal component subspace M of all the class subspaces
from the sum subspace {Pk},le. From above definition, the
generalized difference subspace is spanned by the Ny smallest
eigenvalues of the sum matrix G = z,le Py.

III. PROPOSED METHOD

In this section, we will introduce the proposed multi-view
joint attack method, which generates perturbations by reducing
the correlation between samples and disturbing discriminative
information in samples. The framework of this method is
shown in Figure 3.

A. Adversarial Perturbations for Reducing Correlation

In this paper, we propose a multi-view joint attack method
for multispectral palmprint recognition. For the first step,
we learn the nonlinear map to maximize the correlation among
different views. We try to generate correlation perturbations
that can minimize the correlation information between pro-
jected feature matrixes, and these perturbations will eventually
affect the classification results.

In the condition of two views, DCCA is used to capture
the correlated feature space. Now we define two feature
matrixes of two views as X; € R™*4 and X, € R™*%,
and their corresponding projected matrixes are expressed as
J1(X1;61) and f2(Xq; 62), where 67 and 6, are the param-
eters of deep networks of each view. The goal is to jointly
learn parameters for both views’ deep networks such that
corr(f1(X1;61), fo(X1;62) is as high as possible, and then
we have:

(05, 05) = arg (gnalgx) corr (f1(X1;01), f2(X2;62))  (3)
1,02

Let Y1 = fi (X1301) € R™, Y2 = f>(X2:02) € R™* be
the feature matrices, whose columns are the top-level repre-
sentations produced by the deep models on the two views, for
a training set of size m. We centralize data matrices by Y| =
Y; — %Yl, 17_2 =Y~ %Yz, and we define lez Lyl
D= ﬁYl YIT +ril, and > 5, = ﬁYzYZT + ra I for reg-
ularization constants rj, rp. Assume that ri, r, > 0 so that
%11 and X, are positive definite. Total correlation of the top
k components of Y] and Y, is the sum of the top k values
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Fig. 3. The framework of our proposed attack method. As the inputs, view 1 to view n represent the palmprints under n different spectra. We use DGCCA

to capture multi-view deep common feature of input views. Then we get correlation perturbations for view 1 to view n by calculating the gradient of loss by
Eq. (7), which can be used to reduce the correlation among features after projection. Simultaneously, we approximate the discriminative manifold by mapping
the original data into the difference subspace and generate discriminative perturbation according to the theory of adversarial region. Finally, these two types
of perturbations are synthesized to obtain the most aggressive adversarial examples for multi-spectral palmprint recognition.

1 1

of the matrix U = 2;172122527. When we take k = d’, the
total correlation is t}}e matrix trace-norm of U: corr (Y1, Y2) =
ull,, =tr (U Ty ) 2. We reduce the total correlation between
the projected feature matrices by adding some perturbations to
the original image. We could use PGD to attack DCCA models
and get perturbations. PGD is a popular steepest descent
attack, and it is used to generate adversarial perturbations
efficiently. In each iteration, the perturbation is updated in the
steepest descent direction. In order to facilitate optimization,
—corr (Y1, Y>) is used as the loss function of DCCA model
during training. The gradients of view 1 and view 2 are
represented as Vy, (—corr (Y1, Y2)) and Vy, (—corr (Y1, 12)),
respectively. In a non-targeted setting, we have an iterative
formulation to generate adversarial example of view i:

X1 = Clipy,e (X! +a -sign (Vy (—corr (], H3))))
4)

where X? = X;, Clip denotes the function that projects its
argument to the surface of X;’s e-neighbor ball B, (x) : {x’ :
||x/ —Xx ||OO < ¢}, t indicates the iteration number and « is the
step size of an iteration.

After adding correlation perturbation to the original image,
the correlation coefficient between f;(X/, 61) and f> (X’z, 62)
is reduced, which suppresses the feature fusion ability of the
model to be attacked.

Authorized licensed use limited to: NANJING UNIVERSITY OF AERONAUTICS AND ASTRONAUTICS. Downloaded on August 20,2026 at 14:56:31 UTC from IEEE Xplore. Restrictions apply.

For n(n > 2) views, we capture the correlated feature space
by DGCCA. We define the input matrix with m samples for
i view as X; € R™*%  and corresponding projected matrix
is expressed as Y; = f;(X;, 6;). We have the scaled empirical
covariance matrix Y; YiT € R4*4; and as the corresponding
projection matrix P; = YiT(Yl.YiT)*lYi € R™™  noting that
P; is symmetric and idempotent. Furthermore, we define the
sum of projection matrices as M >, Pi. Thus, the
objective function of DGCCA can be expressed as:

‘i —rn—Tr (GMGT) (5)

n
min le HG —UT £ (X4, 60)
i=

where G is the shared representation of different views,
whose rows are equal to the top r eigenvectors of M and
Ui = (Y;Y/)~'Y;GT. Minimizing the DGCCA objective is
equivalent to maximizing 7'r (GM G T), which is the sum of
eigenvalues of M, i.e., Z;:l Ai (M), and the loss function of
DGCCA can be expressed as follows:

Loss=—>" (M) 6)
The gradient for view i can be expressed as follow:

oL _ 2U;G —2U;UY; (7)

aY; !

The next step is similar with the case of two views, we could
use PGD method to attack DGCCA models and get correlation
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perturbations for each view, which reduces the correlation of
the features across different spectra and may lead incorrect
classification.

B. Difference Subspace of Multi-Spectral Palmprints

Here, we first genialize the difference subspace [27] from
single view data to multi-view data fusion. Then, we capture
difference subspace of the samples and disturb the discrim-
inative information in multi-spectral palmprint images by
introducing perturbation. Given n views, we define P; as the
subspace of view i for class 1, and Q; as the subspace of
view i for class 2. The number of basis of subspace above
are N. Assume that P; = [qb{ ...quv] e RN expresses
orthonormal basis for subspaces P;, and Q; = [(pi ~'-‘P§v] €
RF*N expresses orthonormal basis for subspaces Q;. The
corresponding sum matrix G for multi-view data can be
computed as follows:

n N n N
G =220 +2 2 v ®
i=1 j=1 i=1 j=1
Theorem 1: The difference subspace of multi-view data is
spanned by the Ny normalized eigenvectors of sum matrix G
and the corresponding eigenvalues of those N, eigenvectors
are less than 1.
Proof: Given two projection matrices A and B, we have
A = ()»}C — 1)2, where k;( and Ay are the kyj, largest eigenvalue
of matrix A 4+ B and that of matrix AB, respectively [27]. The
eigenvalues A} of multi-view sum matrix G is equal to 1—/Ax
when A, < I, and the eigenvector v; of the multi-view sum
matrix G can be written as follows:

Gu = (1 — «/Xk) - )

Then we substitute the expression for G into Eq. (9) and
simplify it, we obtain:

(ZPiTP,- +ZQiTQ,~)vk = (1 —ﬁk) Vs (10)
i=1

i=1
We can use a linear combination of basis vectors
from multi-view subspaces to represent vk, ie., vy =
Zjv:l (ajpj+biqi), where p; € (P1,P2...Pn) and q; €
(Q,Q,...Qy). Eq. (10) can be rewritten as:

n n N
(2 PIP+> 0f Qi)z (a;pj+bjqj)
j=1

i=1 i=1
N
= (1 —~ ﬁk) > Gajpj+bjgp) (D
j=1

From [30], Eq. (11) has relationships as follows: VA j =
nj, i P'P)q; = njpj, G, 0700p; = njqj.
i P P)pj = pj and (31, Q] Qi)gj = g;. Thus,
Eq. (11) can be represented as:

N
> ((bjmj +ajme) pj+ (ajnj +bjm) q;) =0 (12)
j=1
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where we can obtain equation that:

binj+ajn=ajn; +bjn =0 (13)
since pj,q; are linearly independent and from Eq. (13) we
get that (r;j ~|—)7j+1) (aj+1 +bj+1) = 0 if j # k. Here,
ajy1 = —bjy1, because n; + 111 # 0. Then we substitute
the equation into Eq. (13) and find that a;; (77j+1 - 77j) =
bjt1(nj+1—nj) = 0. Since njy1 # nj. we get aji =
bjt1 = 0(j # k). In addition, we can obtain that byn; +
arnr = 0 by substituting j = k into Eq. (13). Hence, we get
ay+by = 0 because n; # 0. Finally, the eigenvector v can be
rewritten as vy = px—qx. It proves that the difference subspace
of multi-view data is spanned by the normalized eigenvector
of corresponding sum matrix.

C. Adversarial Perturbations for Disturbing Discriminative
Information

For general multi-spectral palmprint recognition tasks,
we usually cannot obtain the explicit information of the target
model. To overcome this problem, we develop a target-free
adversarial attack method that is independent of the classifica-
tion models. We can generate adversarial examples according
to the definition of the adversarial region.

Adpversarial region is based on the adversarial phenomenon
[22] in data manifold. A well-trained model is invariant to
distortions of the input manifold [31], [32]. Assume that x
is the input data and g(x) is the output of the target model,
we can create such distortion by making % orthogonal to
the manifold tangent vectors at point x. We now define a
dataset D in a d-dimensional space, and M is the correspond-
ing manifold. Suppose x; € D and x is the projection point
of x; on manifold M. The adversarial region of xj is defined
as

*
R |(1_1)

Sar (x1) = [x

|x1 _x*” 98 € [gmin’gmax]]
1102

(14)

where ¢,,;, ensures the adversarial example deviate far enough
from the tangent plane to cause misclassification, and &,
ensures that the perturbation on x is hard to perceive. Actually,
the adversarial region of D defines a region, and points in
this region move along the direction orthogonal to the tangent
plane of manifold M.

In addition, adversarial regions impose a potential threat to
all machine learning models. We define two different models
that have different decision hyperplanes fi; and f>. Figure 4
shows an example of S4g (x1) in 2D space. The region is
divided into adversarial region and regular region based on
these hyperplanes. If adversarial regions of two models have
an intersection, the adversarial examples in the intersection
of two adversarial regions can transfer between two models.
In other words, this suggests that adversarial examples gener-
ated according to adversarial region have strong transferability.

Suppose that x € R? is a training example from dataset Q
and that x* is the projection point of x in manifold M. Based
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on the definition of adversarial region, the discriminative
perturbation can be generated as follows:

x —x*

5)

e = =l
where ¢ controls the magnitude of the perturbation. Since the
manifold M is difficult to construct explicitly, we approximate
it by projecting the multi-spectral palmprint data to difference
subspace, which can capture the difference feature among
different palmprints effectively.

Algorithm 1 Algorithm of the Proposed Multi-View Joint
Attack
Input: Dataset D with n views, subspace P} for class k of
view v, sample x” € D of view v, component index
q, the magnitude of perturbation ¢, and an
increasing function f (i) me
Output: Adversarial example set Dgqy

1: Generate the perturbation p} by using Eq.(4)

2: Construct generalized difference subspace
Calculate projection matrix P} of subspace P} by
using Eq.(15)

Calculate sum matrix G by using Eq. (17)
Generate GDS spanned by M eigenvectors of G

3: Project x to the GDS:

y'' = GDS_transform(x?)

4: Scale y¥ with f (i) :
Ifi>qg:y*=f@0y
Else: y/* =y}

5: Generate the perturbation pj:
xV* = GDS_inverse (y'*), py = ¢

6: Generate adversarial examples:
Xaqy = X" +apy +bpj

7: return D,q4,

XUk _xV
lx?*=x"1l»

Assuming that we have C(> 2)N-dimensional subspaces
in f-dimensional vector space. The subspace of each class
is denoted as Pr (k=1,...,C), and each subspace Pj is
formed from orthonormal basis like [¢¥ ... ¢% ] € RN, The
corresponding projection matrix can be expressed as:

Nk ’
Pe=> due!

i=1

(16)

The difference subspace D, can be defined as the subspace
produced by removing the principal component subspace of all
the classes from the sum subspace. From this definition, D,. is
spanned by N, eigenvectors, {di}lN: XNCX C—Ny+1 corresponding
to the N, smallest eigenvalues, and principal component
subspace M, is spanned by the eigenvectors {di}fixlc_N“’ of
the multi-view sum matrix G of k classes, which is expressed
as:

C C N

G=D P=>> ¢kt

Now we obtain a transformation matrix Z € R¥¢*N¢ that con-
sists of N, eigenvectors, which span the GDS. We transform

a7
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M,

Fig. 4. The schematic of adversarial region. There are manifolds M, M, and
some points of these two manifolds. f1, f> are the decision boundaries by two
different classifiers. S;¢g,1 and Sgqy,1 are the regular region and adversarial
region obtained by M.

x to y, such that y = Z7x and y* = Z7 x*, where y € RN
and y* € RNd. We assume that the Ny eigenvectors, which
span GDS, can approximately construct the data manifold and
Vi = y;k fori € {1,2,..., Ng}. Here, y; and yl.* refer to the
ir;, entries of vectors y and y*, respectively. According to the
Eq. (15), discriminative perturbation of x can be generated as
follows:

(x —x%)

€ *
lx — x*l,

[(+ ) - ]

< e =l )7 e =l ]

()
e T
lx —x*l, ) 7" flx —x*7 ]

Xper =

%
= > v (1 - y%) (18)
o= =7l i
where ||x — x*||, is a constant, and & cogtrols the magnitude of
the perturbation. We use f (i) =1 — y—' to denote the weight
of the small multiplicative distortion of component z;. The
value of f (i) changes according to the index i, and |f (i) |
is an increasing function. Finally, we derive the algorithm as
follows:

IV. EXPERIMENTS

In this section, we applied the proposed method into
the task of attacking multi-spectral palmprint recognition
model, and conducted extensive experiments to demon-
strate the effectiveness of our proposed method. We intro-
duced the setting of our experiment and then validate the
performance of our proposed method in different bands set-
tings. We also compared our method with some state-of-the-
art white box and black box attack methods. In addition,
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TABLE I
DETAILS OF POLYU MULTI-SPECTRAL PALMPRINT DATASET

Spectrum Blue Green NIR
Individual number 250 250 250
Palm number 500 500 500
Image number per palm 12 12 12
Palmprint image number 6000 6000 6000
Image size(pixels) 128%128 128x128  128x128
Vein structure feature Weak Weak Strong
Palm line feature Clear Clear Unclear

Example

we fed the generated adversarial examples into the model
training and test the robustness of the proposed method.
The experiment is implemented using Python on a PC with
Windows 10, I5-12400 CPU, RTX-3080 GPU and 32-GB
random access memory. The code of our proposed method
is available at: https://github.com/zhouyyyuze/Multi-Spectral-
Palmprint-Attack.

A. Dataset and Experimental Settings

In the experiment, a multi-spectral palmprint dataset from
the Hong Kong Polytechnic University (PolyU) [33] was
selected. The palmprint images in this dataset are taken from
different spectral bands: Blue, Green and NIR. Details of
PolyU Multi-spectral Palmprint Dataset are summarized in
Table I.

In the experiment, we use attack success rate (%) as the
metric to evaluate the effectiveness of attacks, which is the
proportion of successful attacks among the total number of test
images, and it is defined as % Zfl\’:l [f (x) # f(x)]. In terms
of visual quality assessment of attacks, we chose the structural
similarity (SSIM) [34] as a measurement of image similarity.
Given a clean image x and its corresponding adversarial
example x,4y, the SSIM (x, x,4,) measures the similarity
between x and x,4,. The higher the similarity between x

Boundary Sign-SGD

The comparison of the original palmprint under different spectral bands and their adversarial examples generated by different methods (SSIM =

TABLE II

THE COMPARISON OF ATTACK SUCCESS RATE (%) UNDER DIFFERENT
DEFENSES STRATEGIES AND TIME CONSUMPTION OF DIFFERENT
ATTACK METHODS (SSIM = 0.95)

Method Dell‘;se JPEG PD  Time(sec)
. FGSM 9972 8933 89.40  2.12
white
. PGD 100.0 9326 9397 7423
cw 99.82  90.54 9215 1831
OPA 7142 2831 4055  9976.84
bk NES 63.77 4978 5855 195224
o SignSGD  TLIZ 5492 60.92  1638.67
Boundary 8357 6244 5500 187624
Ours 86.15 84.83 84.46  28.61

and x,4, i, the SSIM (x, x44,) is larger. In addition, we use
transfer rate [35] as the metric to evaluate the transferability
of attacks. The transfer rate is the proportion of adversarial
examples of a model that are likely to attack the other model.
We set parameters by grid search in the experiment.

B. Comparison With Other Attack Methods

To better prove the effectiveness of our proposed attack on
multi-spectral palmprint recognition model, we will compare
our proposed attack with other white-box attacks including
FGSM, PGD, CW, and black-box attacks including OPA,
natural evolution strategies attack (NES) [36], sign-based
stochastic gradient descent attack (Sign-SGD) [37] and bound-
ary attack. We apply these methods into attacking the multi-
spectral palmprint recognition model, and the success rate,
computational time, and transfer rate are reported. The target
palmprint recognition model fuses palmprints under three
spectral bands of blue, green and nir. We randomly used
4800 images for each view to train the multi-view adversarial
examples learning algorithm, and the remaining images are
treated as test set. We repeat the experiments ten times and
report the average results. The defense methods include JPEG
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Fig. 6. The T-SNE visualization of the original data and adversarial examples generated by different methods (SSIM = 0.90).
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Fig. 7. The accuracy (%) for natural and robust models with adversarial examples generated by different attacks.

compression [38] and pixel deflection [39]. We summarize the
results in Table II.

As Table II shows, among all the black attack methods,
our proposed method has the highest attack success rate.
Under JPEG compression and pixel deflection defenses, the
adversarial examples generated by our method are more robust
to current defense methods compared with other attacks.
The boundary attack achieved a high success rate without
defense, but its success rate decreased significantly under
defense methods. Although the white-box attacks including
FGSM, PGD, CW achieved high success rates of more than
95%, it is worth noting that we do not need access to the
architecture or gradients of the target model, which means that
our method has much wider applicability in real-world attack
task. In addition, those black-box attack methods are too time-
consuming, because they require a large number of queries for
generating adversarial examples. Our proposed method can
generate adversarial examples efficiently, because it does not
need any queries to the target model, which makes our method
have strong model applicability.

Figure 5 shows the adversarial examples generated using
FGSM, PGD, CW, OPA, Boundary, NES, Sign-SGD and
Ours when SSIM = 0.75. Compared with other methods, the
perturbations added to the clean images by our method are

more imperceptible. In other words, under the same intensity
of interference noise, the adversarial example generated by
our method is the hardest to be detected by the user of the
recognition model to be attacked.

To better show the influence of adversarial examples on
features, we visualize the features of the generated adversarial
examples through T-SNE [40], which projects features onto a
low dimensional space to visualize the distribution of samples.
As shown in Figure 6, each color represents a category. The
more chaotic the categories are, the worse the separability is,
which also means that the attack method is more effective.
Compared with other method, the adversarial examples gen-
erated by our method are more chaotic, which indicates that
adversarial examples generated by our method are more likely
to result in misclassification.

In addition, we also focus on the comparison of transfer-
ability of those methods. We first generate adversarial exam-
ples of DGCCA model by these methods, and then test the
transferability on target models with SVM, ResNet34, VGG16
and Competitive Code (CompCode) [41]. In this experiment,
we measure the transferability using the criteria of transfer
rate used in [35], and summarize the results in Table III.

From Table III, we find the adversarial examples gener-
ated by our method have stronger transferability than the
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TABLE III
THE TRANSFER RATE (%) OF THE ADVERSARIAL EXAMPLES GENERATED BY DIFFERENT METHODS

SSIM Method SVM ResNet34 VGG16 CompCode
FGSM (white) 71.42 39.25 49.82 31.54
PGD (white) 87.55 41.92 50.17 34.09
CW (white) 74.28 40.75 57.04 43.45
0.95 OPA (black) 22.67 81.75 74.34 78.24
NES (black) 38.41 67.11 53.82 29.84
Sign-SGD (black) 30.73 36.65 38.78 20.49
Boundary(black) 81.48 60.92 83.21 69.81
Ours (black) 95.12 98.64 97.20 81.62
FGSM (white) 79.81 75.39 88.52 71.08
PGD (white) 91.32 53.64 87.48 76.61
CW (white) 84.05 62.67 85.39 65.14
0.90 OPA (black) 25.59 90.46 82.69 91.92
NES (black) 51.22 74.72 58.95 34.52
Sign-SGD (black) 40.92 47.61 49.56 25.59
Boundary(black) 92.20 86.02 93.47 88.52
Ours (black) 97.13 99.52 98.73 88.71
FGSM (white) 98.93 91.05 94.17 79.16
PGD (white) 99.71 83.76 94.43 88.94
CW (white) 98.49 88.20 94.00 83.84
0.85 OPA (black) 3091 95.06 89.21 92.77
NES (black) 67.73 82.84 67.65 42.60
Sign-SGD (black) 56.24 65.18 62.08 34.09
Boundary (black) 94.25 91.12 96.95 94.47
Ours (black) 99.29 99.63 99.35 94.92

comparison methods, including FGSM, PGD, CW, OPA, NES,
Sign-SGD and Boundary, on different target models with
different values of SSIM.

C. The Performance of Our Method Under Different Spectral
Band Combinations

We now evaluate the performance of our proposed multi-
spectral palmprint joint attack based on multi-view adversarial
examples learning with untargeted setting. We compared the
performance of our method under two or three spectral bands.
The target model includes SVM, Resnet34, VGG16 and Com-
pCode, and we evaluate our attack with different magnitude
of the perturbation. We summarize the results in Table IV.

As Table IV shown, when we relax the constraint of SSIM,
the success rates of our attack increase. When SSIM = 0.9,
there is a high success rate in those target models. In addition,
we find that compared with model fusing two spectral bands,
the model fusing three views is more susceptible to adversarial
examples. Although the recognition accuracy of the model can
be improved by integrating more palmprints under different
spectral bands, the model is more vulnerable to adversarial
examples. In addition, ours proposed method achieves higher
success rates when target model fuses more palmprint images

under different spectra. This is because our proposed method
can make good use of information between different spectra.

D. Adversarial Defense Experiment

The adversarial examples derived from our method can
not only be used to attack the palmprint recognition model,
but integrating them into training is expected to improve the
robustness of the model. In this section, we will verify the
effectiveness of the proposed method in improving model
robustness in adversarial training (AT) [42], [43], [44], [45].
The training process is as follows: we treat training dataset as
the original images, and then our proposed attack is used to
generate corresponding adversarial examples for each image.
Then, an augmented dataset is formed by combining the
original and adversarial examples. The enhanced adversarial
training model is trained by the augmented dataset. We com-
pared the performance of adversarial training by FGSM and
PGD, and evaluated the model robustness against FGSM
attack and PGD attack under different attack budgets, with
the results shown in Figure 7 (a) and (b). It is observed
that the performance of nature model drops quickly as the
attack budget increases. The FGSM and PGD model improve
the model robustness significantly across a wide range of
attack budgets. The model trained by our proposed method
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TABLE IV
THE ATTACK SUCCESS RATE (%) OF OUR ATTACK FOR DIFFERENT RECOGNITION MODELS WITH DIFFERENT SPECTRA

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 18, 2023

SSIM Palmprint DGCCA ResNet34 VGG16 CompCode
Blue, Green 83.53 85.65 80.14 73.72
0.95 Blue, NIR 85.23 98.03 82.36 71.81
Green, NIR 84.83 81.76 88.23 84.15
Blue, Green, NIR 86.15 98.64 97.20 76.27
Blue, Green 94.12 95.44 88.17 87.53
0.90 Blue, NIR 96.35 98.84 90.53 88.82
Green, NIR 96.12 96.23 92.72 89.02
Blue, Green, NIR 96.68 99.52 98.73 88.71
Blue, Green 95.71 97.12 92.43 93.64
0.85 Blue, NIR 97.52 99.82 94.72 92.44
Green, NIR 98.52 99.12 95.53 93.26
Blue, Green, NIR 98.62 99.63 99.35 94.92

further boosts the performance of the FGSM and PGD model
by a large margin under different attack budgets. We also
conduct experiments using PGD attack with different attack
iterations under a fixed attack budget of 0.5, and the results
are shown in Figure 7 (c). It is observed that our model
consistently outperforms others across a wide range of attack
iterations. In general, these results demonstrate our method
can significantly promote the robustness of the multi-spectral
palmprint recognition algorithms.

V. CONCLUSION

In this paper, we investigate the robustness of multi-spectral
palmprint recognition algorithms and proposed the multi-
spectral palmprints joint attack and defense strategy based on
multi-view adversarial examples learning. Different from the
previous single view attack, our proposed method can exploit
the information among different views to simultaneously
reduce the correlation among features after projection and
disturb the discriminative information in palmprints, which
can effectively suppress the representation and classification
ability of the model. In addition, compared with the conven-
tional black-box attacks, our proposed method can construct
adversarial examples with higher efficiency, which makes
it has strong applicability for real-world multi-view fusion
application problems. The extensive experiments on multi-
spectral palmprint datasets demonstrate that the proposed
adversarial example attack approach is superior to the state-of-
the-art adversarial example generation methods and has strong
transferability. The experiment results show that fusing more
multi-spectral palmprint images improves recognition accu-
racy, but it makes the model more vulnerable to adversarial
examples. Moreover, the defense strategy with the adversarial
examples by our method can significantly promote the robust-
ness of multi-spectral palmprint recognition algorithms.
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